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Release Downloads

Volatility releases are the resull of significant in-depth research into O intemals, applications, malicious code, and suspect
activities, Releases represent a milestone in not only our team's progress, but also in the development of the community
and forensics capabilities as a whole. While releases may seem few and far between, we sirive fo perform rigorous testing
of our new features before calling it stable
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What about hlbernatlon crash dumps, and page files?

The memory formats supported by Volatility 2.X include:
« Raw/Padded Physical Memory

Firewire (IEEE 1394)

Expert Witness (EWF)

32- and 64-bit Windows Crash Dump

32- and 64-bit Windows Hibernation

32- and 64-bit MachO files

Virtualbox Core Dumps

VMware Saved State (.vmss) and Snapshot (.vmsn)

HPAK Format (FastDump)

LIME (Linux Memory Extractor)
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<> Code (© lssues 146 BY Pull requests 41 ® Actions [ Projects [ wiki @ Security |2 Insights
¥ master ~ ¥ 11 branches 10 tags Go to file '
"ﬁ' iMHLv2 Merge pull request #765 from volatilityfoundation/win10_19041 Clone
HTTPS  GitHub CL
contrib Move unstable plugins, plugins sti
pyinstaller Fix updated pyinstaller "empty DE¢ https://github. com/velatilityfoundation/v
SRS Move the Volatility-1.4_re1 branch Use Git or checkout with SVN using the web URL
tools Linux - Update check_fops for 4.20 [¥) Open with GitHub Desktop
volatility add Win10 19041 support
[ Download ZIP
O .gitattributes add .gitattributes
3 .gitignore Add in initial version of unified output plugin. 8ye:
TEARE

unzip volatility-master.zip
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volatility-master.zip
Tatili :

pslist_json.py

_EEADME md

LKA (distorm3 crypto)

crypto
pip2 install pycryptodome

HNRLIREN, AIERUTGRSTIRERR
pip2 install pycryptodome -i https://pypi.tuna.tsinghua.edu.cn/simple
distorm3 &tk

GitHub - vext01/distorm3: distorm3
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python2 setup.py install

build

ElpuiEes

Distorm3 (Fz#®iEEE) : pip install distorm3

Yara (FBEERHIETER) : pip install yara
PyCrypto (IIZBIEER) : pip install pycrypto
PIL (BER4HERE) : pip install pil

OpenPyxl (iESexcel3{¥) : pip install openpyx|
ujson (JSONfEHT) : pip install ujson
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Latility toundation
Failed to import wvelatil plugins.regi .shutdown {ImportEr
Failed to import ility.pl uElfI;._ sids (ImportErr
Failed to import
Failed to import tility : .servicediff (ImportEr
to import v tili ins. istry.userassist (ImportError:
to import til1 ir i {ImportError: No modu named Crypto.Ha
to import volatili lugins.registry.st a (ImportErro No module named .Hash)
to import atili : gs [ rtEr No modu
to import atility . udit (ImportEr : No module E I
to import = istry.shimc ( rtError: No modu g .Hash)
to import tility : istry.dumpregistry (Impor r: No modu
to import volatility ugins. istry.lsadump (ImportError: No module n
to import ility : istry.am (Import : No module
to import volatili ugins. .svcscan (ImportError: No module named Cry
to import ns. ry . auditpol (ImportError: No module named
to import wc gins. istry.regi api (ImportError: No module nam
to import : y EIrlmcanE : No mo T
latility.debug : nus : fy something to do (try
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Emimikatz.pyEHIZvolatility-master/volatility/plugins/ BR T, (FERIEERINSH--plugins=./volatility-master/volatility/plugins,
E TR ETRES LI TR, XEERE R % construct 18R :

Volatility Foundation Volatility Framework 2.6
*** Failed to import volatility.plugins.mimikatz (ImportError: No module named construct)
ERROR : volatility.debug : You must specify something to do (try -h)

ZLdEconstructiEitr,
pip install construct
X
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M, THf 48help
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Foundation Volatility Framework 2.6.1
to import volatility.plugins.registry.shutdown (ImportError: No module named Crypto.Hash)
to import volatility.plugins.getservicesids (ImportError: No module named Crypto.Hash}
to import volatility.plugins.timeliner (ImportError: No module named Crypto.Hash)
to import volatility.plugins.malware.servicediff (ImportError: No module named Crypto.Hash)
to import velatility.plugins.registry.userassist (ImportError: No module named Crypto.Hash)
to import volatility.plugins.getsids (ImportError: No module named Crypto.Hash)
to import volatility.plugins.registry.shellbags (ImportError: No module named Crypto.Hash}
to import volatility.plugins.evtlogs (ImportError: No module named Crypto.Hash)
to import volatility.plugins.tcaudit (ImportError: No module named Crypto.Hash)
to import volatility.plugins.registry.shimcache (ImportError: No module named Crypto.Hash}
to import volatility.plugins.registry.dumpregistry (ImportError: No module named Crypto.Hash)
to import volatility.plugins.registry.lsadump (ImportError: No module named Crypto.Hash}
to import volatility.plugins.registry.amcache (ImportError: No module named Crypto.Hash)
to import volatility.plugins.malware.svcscan (ImportError: No module named Crypto.Hash)
to import volatility.plugins.registry.auditpol (ImportError: No module named Crypto.Hash)
to import volatility.plugins.registry.registryapi (ImportError: No module named Crypto.Hash)
to import volatility.plugins.envars (ImportError: No module named Crypto.Hash)

Volatility - A memory forensics analysis platform.

list all available options and their default values.
Default values may be set in the configuration file
(/etc/volatilityrc)
—conf-file=/home/kali/.volatilityrc
User based configuration file
-d, -——debug Debug volatility
—plugins=PLUGINS Additional plugin directories to use (colon separated)
—info Print information about all registered objects
—cache-directory=/home/kali/.cache/volatility
Directory where cache files are stored
—cache Use caching
—tZz=1¥& Sets the (Olson) timezone for displaying timestamps
using pytz (if installed) or tzset
—f FILENAME, -——filename=FILENAME
Filename to use when opening an image
—profile=WinXPSP2x86
Name of the profile to load (use -——info to see a list
of supported profiles)
-1 LOCATION, -—location=LOCATION
A URN location from which to load an address space
-w, —wuwrite Enable write support
—dtb=DTB DTE Address
—shift=SHIFT Mac KASLR shift address
—output=text Output in this format (support is module specific, see
the Module Output Options below)
—output-file=0UTPUT_FILE
Write output in this file
-v, —verbose Verbose information
—physical_shift=PHYSICAL_ SHIFT
Linux kernel physical shift address
—virtual_shift=VIRTUAL_SHIFT
Linux kernel virtual shift address
-g KDBG, —kdbg=KDBG Specify a KDBG virtual address (Note: for 64-bit
Windows 8 and above this is the address of
KdCopyDataBlock)
—force Force utilization of suspect profile
-k KPCR, —kpcr=KPCR Specify a specific KPCR address
—cookie=CO0KIE Specify the address of nt!ObHeaderCookie (valid for
Windows 128 only)

Supported Plugin Commands:

apihooks Detect API hooks in process and kernel memory

atoms Print session and window station atom tables

atomscan Pool scanner for atom tables

bigpools Dump the big page pools using BigPagePoolScanner

bioskbd Reads the keyboard buffer from Real Mode memory

callbacks Print system-wide notification routines

clipboard Extract the contents of the windows clipboard

cmdline Display process command-line arguments

cmdscan Extract command history by scanning for _COMMAND_HISTORY
connections Print list of open connections [Windows XP and 2883 Only]
connscan Pool scanner for tcp connections

consoles Extract command history by scanning for _CONSOLE_INFORMATION
crashinfo Dump crash-dump information

Volatility Foundation Volatility Framework 2.6

Fik: Volatility - WP N o
EREEJUESZLAT NG :

Options: - - RIS MigEAVE
-h, --help S BT T TR FLER A
BRME AT DAAERCE L B THEEER RINSIBIEMINTE
(/etc/volatilityrc)
--conf-file=/home/kali/.volatilityrc
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Volatility Foundation

3 | Profiles
/R
5 | VistaSPOx64
6 | VistaSPOx86
7 | VistaSP1x64
8 | VistaSP1x86

A, ardtEl

Volatility Framework 2.6

- Windows
- Windows
- Windows
- Windows

[ ERUOT PR
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(VRPN

volatility -f [image] --profile=[profile] [plugin]

volatility -f [XI5R] --profile=[{Z{ER 5] HEFSE

EDHZRI, FESAMERIESRER, STHEBMEERS

Volatility -f xxx.vmem imageinfo

FEIBRFRRRNRIAETLUERUTHSESR

SPO x64 (Mt E Cf
SPO x86 MIALE L
SP1 x64 [k Cft
SP1 x86 (ML E XAt
cn1 Lo WA SR O

JEIT v~

volatility - f xxx.vmem --profile= [{Z{EZRH] volshell

NPT QR 2EHEART (258
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BXMESERY

BCHD0,/ misc—HC4%DA

HEIBERERAR TR BIESEMNET
78, ERGSEE
VTS EE LRIRFEGEPNARprintkey -K “SAM\Domains\Account\Users\Names"”

volatility -f 1.vmem —profile=Win7SP1x64 printkey -K “SAM\Domains\Account\Users\Names”

VEERFZEBER(BBERFE, FEjohn/RiE) hashdump

volatility -f 1.vmem --profile=Win7SP1x64 hashdump

EELAIRERAPAY password hash, G Windows f SAM HFRIZ(MimikatziElE oo o )y Trgas. X
VilEjohniREALE, #HiERM lasdmp BEEEZR Isadmp RESHRE MEEAVE]
THBERR BRNSIEXE/MNETX

volatility -f 1.vmem --profile=Win7SP1x64 Isadump

VEE#HZpslist . baby %

https://blog.csdn.net/m0_68012373/article/details/127419463 10/21



2026/10/8 11:17 RFEGE-volatility TEMER (PLEFELHIZ, F2d<) _volatiityIEEUE-CSDNIEER

volatility -f 1.vmem --profile=Win7SP1x64 pslist

pslist: ZIBHFIZELRAHTE, ECTEERNVZISTRNEMFEAHIZ, psscandL)

EECHHEpslist

volatility -f 1.vmem --profile=Win7SP1x64 pslist -p 2588

VK FERYHTEpsscan

volatility -f 1.vmem --profile=Win7SP1x64 psscan

psscan: AJLAREIERICELL(FRIERN)AHTRLAR irootkit IS EkAFHE RIS

VEERS HilRsS&TRsvescan

volatility -f 1.vmem --profile=Win7SP1x64 svcscan

svescan: 34 Windows RIBRSS

CEENLEEMLICR, KSR RFAIRREFIRIXHEIA iehistory

volatility -f 1.vmem --profile=Win7SP1x64 iehistory

CEEMEZEE KINEHFRSR ip netscan

volatility -f 1.vmem --profile=Win7SP1x64 netscan

E—LURE NS SRERART XBRIMEREM (connscan,connections)

VEEMEiEEconnscan

volatility -f 1.vmem --profile=Win7SP1x64 connscan

connscan: EEMLZIEIE

VEEMEEEconnections

volatility -f 1.vmem --profile=Win7SP1x64 connections

connections: BEEMEZIEE

OEEGSTIRE, EFRcmdBEHES cmdscan

volatility -f 1.vmem --profile=Win7SP1x64 cmdscan

cmdscan: AJAFEELIRKICR

VEESHEGSTSY (Ar—LruE#iE28i8S) cndline

volatility -f 1.vmem --profile=Win7SP1x64 cmdline

ViIHEFTRRIX IR filescan

volatility -f 1.vmem --profile=Win7SP1x64 filescan

#g&bab: PSEd
(linuxBe & grep SHEITHRXFREDAME, W: gre . Y
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]|
volatility -f 1.vmem --profile=Win7SP1x64 filescan grep "flag.txt"

cat system.txt|grep -i computername

CEEXFRBdmpfiles

volatility -f 1.vmem --profile=Win7SP1x64 dumpfiles -Q 0xxxxxxxx -D ./
FEEERRE -Q IMHLER D
dumpfiles: SHE—HFEEELIMIL)

VEFLFIRRAnotepad A notepad

volatility -f 1.vmem --profile=Win7SP1x64 notepad

EELFIRETAI notepad XF (—profile=winxpl&HUBIRETILL, win7fIAR1T, TLAEiX{ERMeditbox)

CEREXFEEEN (BEHBZHNE) BISR editbox

volatility -f 1.vmem --profile=Win7SP1x64 editbox

editbox: BREXFEEN (BERFEIHNT) HER EERFRCEFHAST

ViZEHEMemdump

volatility -f 1.vmem --profile=Win7SP1x64 memdump -p xxx --dump-dir=./

memdump: RIVHHEE#TE, ERBforemost RO EEMAYIHF
EEIREHE-p [pid] M@LEEAR -D
memdump -p 332 -D XX/

REGHTE -p HFES -D HpiEHiER (BH9332.dmp)

dumpHRAGHIESH, ATLASEA foremost SR EEEBINH, A binwak - A=

strings -e 1 2040.dmp | grep flag ZEfkflag

VREE#Escreenshot

volatility -f 1.vmem --profile=Win7SP1x64 screenshot --dump-dir=./

screenshot: {FEFEFGDIEFORMBER

VEE TR ERThivelist
volatility -f 1.vmem --profile=Win7SP1x64 hivelist

hivelist: I tHFFERYEMRITR H 2RI R it

VEETHFERZhivedmp

volatility -f 1.vmem --profile=Win7SP1x64 hivedump -o 0xfffff8a001032410

VEFTHEEEprintkey

volatility -f 1.vmem --profile=Win7SP1x64 printke . Bbaby |
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¥ FREVENE printkey

volatility -f 1.vmem --profile=Win7SP1x64 printkey -K "ControlSet001\Control\ComputerName\ComputerName"

VHIHARE pringkey

volatility -f 1.vmem --profile=Win7SP1x64 printkey -K "SAM\Domains\Account\Users\Names"

VEFIZTIEFBAXNCRE, HINRE—REHIIE, IETIRIREE, serassist

volatility -f 1.vmem --profile=Win7SP1x64 userassist

VEXIEFIZESEtimeliner

volatility -f 1.vmem --profile=Win7SP1x64 timeliner

timeliner: {SFFEIR(ERAFHLARALHS R

CEEEMIR{ERclipboard

volatility -f 1.vmem --profile=Win7SP1x64 clipboard

clipboard: BEEHEINMRIEER

VERXFIIENRERERANFARSEE (6MH) systeminfo

volatility -f 1.vmem --profile=Win7SP1x64 systeminfo

systeminfo: RBRXTFIHENRERERANFHEREER ()

VRS HEMFRAIX HFmftparser

volatility -f 1.vmem --profile=Win7SP1x64 mftparser

mftparser: WREHMIIRAISI S
VESIEEEenvars

volatility -f 1.vmem --profile=Win7SP1x64 envars

envars: EERIREE

CFIHE—HIEINEAIFRE dII fHdIllist

volatility -f 1.vmem --profile=Win7SP1x64 dlllist -p 2588

dillist: FUHFE—HENERAIFRR IS

REIEEHE-p [pid]

VIEFHRZ(ER verinfo BREEEIUSEIUA TGS X
volatility -f 1.vmem --profile=Win7SP1x64 verinfo D RESHIE O MEEAVEH
& TERBERR & RASISXEMATX
SULLPE | EFIRFER
CEEMHIER, AUENTREHEZANRT: @) ooy o . b
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2026/10/8 11:17 NEEGE-volatiity TRMFER (B LELEIR, BL®H<) _volatiity N7FEGE-CSDNIEE
volatility -f 2008.raw —profile=Win2008R2SP1x64 pstree

TE#FEFRPPIDLLPIDIEX, BRAEERMHERRERER

Y NAEXHHEEIREEFENIRROFHERBRE shimcache

volatility -f 2008.raw —profile=Win2008R2SP1x64 shimcache

+t, AEFENERXEIESE

BAREREEMOTMEMERRR, WmSimageinfoBl AIREVRIRIES.

EERNNRITENEX—RRIETT T IHLHE,

Volatilityigit T RS HSHIZERISS, Mpstree, pesscan, pslist......

filescands SRILARHTFFRISIHEITIAM,

S dumpfilefimemdumpfi SISHEXIRESE, ARNSHAEUEST Z#HEISHT.

HRREREREVolatility TRAYERAGS, HEEMSNESHMXRMNAR (BRIRS. EREXTE) IHRIHASH#HTO R, @R,
{(BNABRBRBEE SIS (BiEEH_Emad

I\, BUEEHAR
IXEBAT5 PO N SR T

aE—
R46EFIREEATMILEIERT hRS FRIELLTAFET

§54%: https://pan.baidu.com/s/1tYglicCqJExmaMLYa3YeSA
{2ENES: lulu

REH A ATRIRZIMRAR, ESREHREHER TENEREE BXXRER, STHRSIERE,

1. MATFRIREVEIF FadminfY BB EAFERS, LAFlag{admin,password} FZzUR3Z (B 6 {iL);
2, FREVEHRIRS ip MR ENE, LA Flag{ip: EMNB IR,
3, REVHAIRFAERIERIAXKERIR, F) Flag §23%;
4, HEIRFPFEISHHE, EIREVSRAE ithitlt, LA Flag{ip:iROMzt 1232;
5, BRHEERADIM RS, SIEESEI FlaglRSEEURR.
LECETIHE
fEth

1.NAEFHRFRENZIARadminkIZBH BEEEZRS, LAFlag{admin,password} FEZUIR3S (B85 6 (i) ;
REHABRNEEINE—S SEEXFHMURINEEER, DITHEWRMRERS FHHASE imageinfo BERFESR

volatility -f 1.vmem imageinfo

BRSNS X
SEEHITD ABEAVE
TSR B SXEMNHK
BERGR TS — AT
BRSNS EL
P 78

AILUSEEE LRI RE AR
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2026/10/8 11:17 WFEUE-volatiity TAKER (£ LELHIE, BLH<L) _volatilityI7FEE-CSDNER
volatility -f 1.vmem —profile=Win7SP1x64 printkey -K “SAM\Domains\Account\Users\Names”

{FF3hashdump3kElsam

64 hashdump

TR T ALUE S john TR
WFEHRAHRER. MZ2IRE SE%E. FRREEHEATIasdumpiSRES

volatility -f 1.vmem --profile=Win7SP1x64 Isadump

406990ff88f13dac3c9debbc0769588¢

md5

dfsddew
—_ 5 x
BEREEIUESZLATNG:
REBSHIG FEEARVEL)
flag{admin.dfsddew}
TEIBERR ENSIBXEMINTX

2 IRAVEAEIRS ip MR ENSE, LA Flag{ip: X3RS,
Netscan AJLAEip
@ mvavy =

volatility -f 1.vmem --profile=Win7SP1x64 netscan
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2026/10/8 11:17 REBGE-volatility TERIER (P LEELHIZ, E2a<S) _volatility S7FEGE-CSDNIEE

1p:192.168.85.129
FNBFEEIE B EMER, KMBhivelist

Volatility -f 1.vmem --profile=Win7SP1x64 hivelist

AERINTE—S—SEIIER

volatility -f 1.vmem --profile=Win7SP1x64 -o 0xfffff8a000024010 printkey

TRal0002401

BRI LSRRG
THERER RS SXEMAK

profile=Win7SP1x64 -o 0xfffff8a000024010 printkey -K "ControlSet001"

‘ #&baby
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2026/10/8 11:17 REBGE-volatility TERIER (P LEELHIZ, E2a<S) _volatility S7FEGE-CSDNIEE

volatility -f 1.vmem --profile=Win7SP1x64 -o 0xfffff8a000024010 printkey -K "ControlSet001\Control "

volatility -f 1.vmem --profile=Win7SP1x64 -o 0xfffff8a000024010 printkey -K "ControlSet001\Contro\ComputerName"

Bk

volatility -f 1.vmem --profile=Win7SP1x64 -o 0xfffff8a000024010 printkey -K "ControlSet001\Contro\ComputerName\ComputerName"

BEEHZWIN-OFBAEH4UVSC

RILAEEEE hivedumpEitARAYES (BELEXIE

volatility -f 1.vmem --profile=Win7SP1x64 hivedump -o 0xfffff8a000024010 > system.tx X
ERECTIU=ZI TR
3IRBVLBIR SNSRI ZTIRIKHER, 1A Flag 1232; ISR FiEEAVER
iR fERiehistory TSRS BB MK
@ mvavy =
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2026/10/8 11:17 RFEGE-volatility TEMER (PLEFELHIZ, F2d<) _volatiityIEEUE-CSDNIEER
volatility -f 1.vmem --profile=Win7SP1x64 iehistory

flag{admin@file:///C:/Users/admin/Desktop/flag.txt}

4 HPIRFEPEEENEE, SRR thittlt, UL Flag{ip ROMER B3

volatility -f 1.vmem --profile=Win7SP1x64 netscan

HE—— BRI

flag{54.36.109.161:2222}

5. EEHEERAPREMTIRS, BISIRSEN Flag{iRsSE Ui,
R EENE T HIES /2588

volatility -f 1.vmem --profile=Win7SP1x64 pslist -p 2588

BERRHIER3036

ARREB S EIsvescanAILAEBRS BT, ERINTRIRS 2

volatility -f 1.vmem --profile=Win7SP1x64 svcscan

X
BREERLIEZ AT
RBSHNG MEERVE
THEERR RASIEXE/MNEX

flag{VMnetDHCP}

IBEAL( * w ¢ )y B SEBEE

KiE
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